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O HanpasneHny NHHopMaLm
019 pasMeLLieHnsa Ha caunTe

Hanpaensio gnd pasMelieHns Ha ouumanbHOM WHTEPHeT-caliTe opraHa
MeCTHOro CcamMOyrnpaBs/ieHuUs npuiaraemMyro  MHMOPMaUMI0 C  pPasbACHEHUEM
3aKOHO4aTeNbCTBa O MOLLEHHUYECTBE C WCMOMb30BaHWEM WH(OPMALMOHHO-
KOMMYHWKALMOHHBLIX TEXHOMOT A,

[MpocuM MH(OpMaUMIO pa3MecTUTb Ha cailTe nofg pybpukon «IMpokypop
pasbsACHAeT». [locne pasMelleHnst MHGopMauMm Ha cailTe mnpowy  KOMuio
CKPMHLIOTa CTpaHuLbl caiiTa HanpaBuTb B NPOKypaTypy paioHa 3/1eKTPOHHOM
MOYTON.

MpunoxkeHve: nHQopmauus | ain (B 3N1eKTPOHHOM BUAE).

N.0. npokypopa paioHa A.B. Ky3HeL0B
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MOLLIEHHNYECTBO C NCMO/b30BaHNEM NH(OPMAaLNOHHO-
KOMMYHWKaLMOHHbIX TexHoMoruii. Kak o6esonacutb ceos.

[MnacTMkoBas 6aHKOBCKasA KapTa B KayeCTBe M/ATEXHOro CpefcTBa AB/AETCA
HEOTHEM/IEMON YaCTbt0 XKM3HW COBPEMEHHOIO YesioBeka, BO MHOIOM 3aMeHUB
Ha/IMYHbIE AEeHbIN M CTaB 3aMaH4YMBOM MULLUEHbIO 418 3/10YMbILL/IEHHVKOB BBULY
TOrO, YTO CBA3b C OAHKOBCKMM CYETOM MO3BOMAET, MOMYYMB LOCTYM K KapTe,
3aBNnafleTb BCel CYMMOW, a He HebGOoNbLUMM KOMMYEeCTBOM CPeACTB, KOTopble
. 00bIYHO XpaHATCA B Kowlesnbke. CyllecTByeT MHOXECTBO CrocoboB, [aroLimX
BO3MOXHOCTb pacropsatbCs CPeACTBaMu C YY>KOW NNaTEXHOWN KapTbl.

MOLLEHHUK MOXeT 3aBnafeTb Yy>X0i 6aHKOBCKON KapTol u MNMH-kogom K
Hel obmaHHbIM nyTeM. Takke TMVH-kog MOXeT ObiTb MOACMOTPEH, a KapTta
MoslyyeHa ¢ NOMOLLbIO Kpaxkn unn rpabexxa. Kpome atoro, MAH-ko4 MOXET ObITb
CHAT Ha MWKpOKamepy, YCTaHOB/IEHHYIO PALOM C 6aHKOMATOM W HarpaB/ieHHYHO
Ha yCTpoicTBO BBOZa. KopoBas KOMOMHaUMS UMKpP MOXET OblTb cuMTaHa npu
MOMOLLM CheLmasbHOM HaKNafHOW KnaBMaTypbl. Y3HaTb MH(OPMaLMo 06 NMEHU
Jepxarens, CPOK OKOH4YaHua penctBus uM CVC-kof NNaTteXxHon KapThl,
MCMO/b3yemMOn ANA MOKYMOK U nnatexein B VIHTEpHETe, MOLUEHHUK MOXET Ha
noprtasiax, He CHabXXeHHbIX AOMOJIHUTENbHON 3alWUTOn B BUAE MOLATBEPXKAEHUA
TpaH3akumu nocpeactsom CMC-coobLeHms.

OTBETCTBEHHOCTb 3a UCMNOJIb30BaHME YyXXOro [0Bepus C Lefbio 3aBnageHns
cpeAcTBamu, MPMBA3aHHBIMW K MIATEXHOWN KapTe, npefycMaTpuBaeTca B CT. 159.3
YK PO.

MoLLeHHMYeCcTBa COBEPLUAKOTCA HE TOMIbKO C MIaTeXHbIMU KapTamu, HO U C
APYTUMU TUMaMU NIATEXKHbIX CUCTEM U YCTPOWCTB.

Kowenbkn nnateXHbiX cuctem, Hanpumep, KuBu, npmBA3bIBAOTCA K
NNYHOMY HOMeEpY Tefie(hoHa COTOBOrO Oneparopa B MpoLecce ero permcrpaumm un
MO3BO/IAT MOMOJHATL CYET JI06bIM YA0OHBIM CMOCO60M U BbINOMHATL MEPEBOA
CpefacTB.

XULLEHNE YYXKOT0 WMYLLECTBA WU  MPUOOPETEHME MpaBa Ha  uyyXKoe
MMYLLECTBO  MyTeM  BBOAA, YyAaneHus,  ONOKMPOBaHWA,  MOAMMMKaLMu
KOMMbIOTEPHOWN MH OpMaLmy NMbo MHOrO BMeLlaTeIbcTBa B (DYHKLMOHMPOBaHNE
CPeACTB XpaHeHUsi, 06paboTKM UK nepefadn KOMMbIOTEPHOW WH(OpMaLMN Un
NH(OPMALMOHHO-TENIEKOMMYHUKALNOHHBIX CeTel SABMSETCA MOLUEHHWYECTBOM B
chepe KOMMbIOTEPHON MHPopMauun (4. 1cr. 159.6 YK POD).

CyLlecTByeT MHOXeCTBO Crocob0B HE3aKOHHOro  OBMafeHNs  Yy>KUMU
CpeAcTBaMu UM JaHHbIMW, ABAAOWMUMUCA COOCTBEHHOCTbLIO MpaBoobnafaTens.
Hanpumep, MOLUEHHMYECTBO B MHTEPHET-MarasMHax MOXXeT 3aKNH4aTbCa B TOM,
4yTo: C MOKynatens OepyT npefonnaTy 3a TOBap M He BbIMOMHAKOT CBOUX
0653aTenbCTB; MO  (hakKTy [MOCTaBKM TOBap CYLECTBEHHO OT/IMYaeTca  OT
NpeLCTaB/IEHHOIO B MPeANOXEHNN Ha caliTe; ToBap, COBMajas rno BHELLUHEMY BUAY,
MMEET 3HaUNTENbHO 60/ee HU3KMEe 3KCM/yaTauMOHHbIe XapaKTePUCTUKM N BCKOpe
NIOMaeTcs, a B3biCKaTb YyLep6 ¢ npofasLa He NpeAcTaBIseTcss BO3SMOXHbIM

MoLleHHnYyecTBO € SIM-kapTamy Takxe ABNSETCA OAHUM U3 BUIOB
MoLueHHuYecTBa. [Mpuobpect SIM-KapTy, 3aperucTpMpoBaHHYK Ha Apyroro
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BagenbLa, M cerogHs MOXHO OYKBaJIbHO Ha KaXoM yrny. ABGOHEHTY
[AOCTATOMHO  MOMOSIHUTL  CYeT Homepa. Cropnpusbl  HayMHAKOTCA  MOTOM.
MpunobpeTtas SIM-KapTy y fwnepa, KOTOPbIA WIHOPUPYET ee Perncrpaymio,
Mosb30BaTe/lb aBTOMATUYECKM MONaLaeT B 30HY PUCKa.

Xuteiickuin npumvep: VBaH, Kynuewmnii SIM-kapTy Mo [elleBKe Ha ynuue,
ofHaxabl nonyunn takoe CMC-coobuleHue: "To BalieMy HOMeEPY MNpoXoauT
3ameHa SIM-kapTbl. ECnn Bbl He 3akasblBaIM [aHHYH YCAyry, TO CPOYHO
006paTnTECh B Hall KOHTAKTHbIW LEHTP..." 310 6bino nocnegHee CMC-coobLeHune
Ha ero MoOWNbHbIK HOMep OT MTC - 4yepe3 HEeCKo/MbKO MUHYT SIM-kapTta
OTKMouniacb. A fpanblie MBaH 06HapyXui, 4TO He MOXeT 3aiTu Ha CBOU
cTpaHuubl B Facebook n "BKOHTakTe", B MOYTOBbIA AWMK Ha "HAHOEKCe".
Bocrnonb3oBaBWnNC,  MpUBA3aHHLIM  HOMEPOM  TeflepoHa,  3/10YMbILLNEHHUKN
CMeHWIM Tam naponun. VBaHy, No He3HaHWIO Kynusliemy SIM-kapTy Ha y/fMUYHOM
NOTKe, Tenepb NPeACTOMT A0KasbliBaTb CBOM MpaBa Ha akKayHTbl aAMUHUCTPaLNAM
Facebook, "BKoHTakTe" n "HAHpgekca". EAMHCTBEHHOE, YTO OH Yycnen caenatb, -
CBSA3aTbCA C GaHKamy N 3ab/I0KMPOBaTh CYeTa, K KOTOPbIM Takxe Obln nprBs3aH
HOMep MOOWNbHOro. Ho camoe 06MAHOE, YTO BOCCTaHOBUTbL [AOCTYM K CBOEMY
TeneOHHOMY HOMEPY OH BPAA /i CMOXKET, Beflb JOPMasibHO OH eMy HUKOrga U He
NpuHagnexxan.

BONbLWMHCTBO abOHEHTOB [JaXKe He MOJA03PeBalOT, KaK KOPOTOK MyTb OT UX
TeNle(POHHOro Homepa A0 6aHKOBCKOro CYeTa.

Ona 3alnTbl OT MOLLEHHUKOB CefyeT MpUAep>KMBaTbCA HeKOTOPbIX
npasun.

= Hukorga n HMKOMY, HW MpU Kakux OOCTOATENIbCTBAX Henb3s Nnepefasathb
Takne KOH(PUAeHUMaIbHbIE [aHHble, KaK IOrVH, Napofib WM PEKBU3UTbI Ballein
6aHKOBCKOW KapTbl (CeKpeTHbIA Kof 6e3onacHocT CVV2, MOATBEPXKAAOLLMIA
MOA/IMHHOCTb KapTbl, UMSA ee Bnafenbla, CPOK AercTBusa) u, pasymeertcd, MNAH-
KOg.

- Bblyuute MH-Kog Han3ycTb UKW 3anuLLIUTE €ro Ha IMCTOYEK, HO XpaHuTe
OT[Ae/IbHO OT KapThbl.

- He wucnonb3yinTe Tak HasblBaeMble 3apnsaTHble KapTbl A/ PacyeToB B
MarasuHax W onnatbl WHTEPHeT-NMOKYNokK. [leHbrn C KapTO4yHOro cyeta fyulle
NepeBOANTbL Ha NALEBOA NGO yCTaHaBNMBaTb CYTOYHble MMWUTLI Ha BCe BUAbI
COBepLLAeMbIX onepauui.

- Bblbupainite 6aHKOMaTbl, PacrofioXeHHble BHYTpM O(MCOB 6aHKOB MW B
OXpaHseMbIX TOYKax, 060pyA0BaHHbIX CUCTEMaMW BULEOHAONIOAEHMS.

- He nonb3yiitecb Nofo3puTeNbHLIMK MOAeNamMn 6aHKomaToB. pexxae yem
BCTaBUTb KapTy B TEPMWHAJ, BHUMATE/lbHO OCMOTpPUTE ero (HeT /i Yero-H1byap
NOA03PUTE/NIBHOIO Ha KnaBuaType 1Uan B KapTONPUEMHUKE).

- He cTecHsaliTecb 3akpblBaTb KnaBuMaTypy PyKoi. [py BO3HWUKHOBEHMUU
Npo6/ieM He NoNb3yMNTeCh COBETaMM "'Cy4YainHbIX MOMOLLHNKOB™ - Cpa3y 3BOHUTE B
6aHK 1 6110KMpyinTe KapTy. Ecnn kapTta octanacb B 6aHKOMarte W Bbl HE 3HaeTe
Tene(hOH CBOEro 6aHkKa, NMo3BOHWUTE B KOMMAHWIO, OCYLLECTBAAIOLLYIO TEXHNYECKOE
obcny>xmBaHue 6aHkomaTa. Homep Lo/mKeH 6bITb YKa3aH Ha TepMUHaNe.

- Ecnn BbI noTepsanu KapTy uUav y BaC eCTb OCHOBAaHWA nofararb, YTO TPeTbU
LA y3Ha/IM ee pekBM3nTbl, 0bpatuTech B 6aHK 1 3a0/I0KNPYITE ee.
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Bcerga ¢ MoAoO3peHVeM OTHOCUTECHb K COOOLLEHMAM, B KOTOPbIX

BaC MPOCAT MepenTh MO Kakoh-TO CCblIKe (MPOBepbTe, HET /1M 3TOM CTpaHUUbl B

CMMCKe MoAo3puTeNbHbIX). [a 1 B npuHumMne 6e3onacHee OyfeT BPYUHYH BBECTU

CCbI/IKYy Ha Y)XKe MNPOBEPEHHbI CailT B CTpoke 6Opay3sepa, YeM MEepPexoamuTb Mo
CCbI/IKE M3 COOOLLEHWS.

- Ecnn Bac npocAT 3aHOBO aBTOPM30BaTbCHA, 0053aTe/lbHO MPOBEPANTE
aflpecHyt0 CTPOKY - Ha TOM /i1 Bbl CailTe HaXOAUTECH.

CrapaitTecb  No0Mb30BaTbCA  MOC/AEAHUMW  BEPCUAMWU  MPOrPaMMHOro
obecneyeHns, YCTaHOB/IEHHbIMW Ha BaLLeM KOMMbIOTEPE W MaHLLETE.

- TpexXpae u4em BBECTM JIOTMH W MNapofb, MPOBEPbTE, 3aALUULLEHO U
coeanHeHne. Ecnn nepef agpecom cainta cTouT "https”, Bce B NopsaKe.

- Ecnu comHeBaeTech B NMUCbME, NPOBEPbLTE €r0 UCTOYHUK.

- [MoMHWTE, 4TO [axe ecnM MNUCbMO WM COOOLLEHWE CO CCbITKOW Bbl
MOMYYnUNN OT y4Llero Apyra, paccnabnatbCs HeMb3s - ero TOXe MOr/in 06MaHyTb.
[MoaTomy BeauTe cebs He MeHee OCTOPOXKHO, YeM Npu 06paLleHnn CO CCbINIKamu,
NPULLIEALLIMMN N3 HEU3BECTHOIO MCTOYHMKA.

- Ilo BO3MOXXHOCTU He 3axoAuTe B OHMaH-6aHKM W [pyrve nogo6Hble
cepsucbl Yepe3 OTKpbITble Wi-Fi-cetn B Kahe uam Ha ynuue (3a takum Wi-Fi
MOrYT CTOATb MOLUEHHMKM, MOAMEHSIOLLIME afipec caiiTa Ha YPOBHe MOAK/IHYEHMS
M NepeHanpaBAloLLMe BaC Ha NOAAeNbHYIO CTpaHuLY).

3axoanTb B WHTEPHET-6aHK C  YYy)XXMX KOMMbIOTEPOB TOXE He
pekomeHgyeTcs. Ecnm 3To BCe XKe Cny4nnoch, No 3aBepLleHnn CecCUU HaxXMuTe
"BbIXo4" M 0UMCTUTE KILL-NaMATh.

- Monb3ynTeCh aHTUBMPYCaMMN U CBOEBPEMEHHO OOHOBNANTE UX.

- O6Hapyu1B (PULLNHIOBYO Orepaumto, 0653aTe/IbHO CO0OLMTE O Hell B 6aHK
(ecnM nMMCbMO MPULLIO OT MMEHW (PUHAHCOBOTO YUPEXAEHWUA) WAN B CNY>XOY
MOALEPXKKM coumabHOM ceTu (eCnv Takume CCbIIKA  paccblNaeT KTo-TO U3
rnosib3oBaTenen).

- be3 Heo6X04MMOCTU He BBOAUTE HUKaKWe CBOW MepCOHa/IbHblE AaHHbIe,
MOMWMO /I0rMHA U Naporis.

- MpuaymaiTe CMOXHbLIA Maposib AN BXOAA B /INYHbLIA KabMHET, a Takxke
NCNONb3yinTe  OAHOPA30Bble  Maponu,  3anpawvBaeMble  6aHKamy 41
MOATBEPXKAEHNSA AENCTBUIA B TMYHOM KabUHETE.

- He 3abbIBaitTe, UTO 6aHKW He paccblialoT COOOLLEHMIA O BNIOKMPOBKE KapT, a
B TeNe)OHHOM pa3roBope He BbICMPALUMBAKOT KOH(MAEHLMA/IbHbIE CBEAEHUS U
KOAbl, CBSA3aHHbIE C KapTamu K/IMEHTOB.

- UT06bl Ybepeub SIM-kapTy, K KOTOpOW npuvBs3aHa KapTa, OMepaTtuBHO
yBeloM/IAATe 6aHK NP MOTyYeHUU MOLO3PUTENIbHBIX COOOLLEHUIA N HWU B KOEM
C/lyyae He 3BOHMTe MO yKa3aHHbIM B HMX HOMepam. [ponH(opmupyiTe 6aHK,
ecni CMeHMNN HoMep unn notepanu SIM-kapTy. YCTaHOBMTE Naposb Ha TenedioH
N He CHUMaKTe B/1I0K C 3KpaHa, ec/in KTO-TO MOCTOPOHHWUIA Hab/0AaeT 3a BalMu
pencremamn. A ecnn SIM-kapTa opopmsieHa Ha Bac /IMYHO, 3aMNpeTuUTe ee 3aMeHy
Mo [JOBEPEHHOCTW.

- [lenas MOKYMKW B WHTEpPHeT-marasuHax, npeaBapuTenbHO Y3HalTe, C Kem
nMeeTe feno. MNonpobyiTe HaNTK (HM3MYECKMIA afpec Npojasua (He abOHEHTCKUIA
AWNK) N ero TeneoH. MNouwmTe 0T3biBbl B VIHTEpHeTe. Ecnn nogn nvwyT o
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HenpUATHOM onbiTe €  TakAMWU MarasvHamu, BaM MPUAETCA PeLUunTb,
CTOMT /I PUCKOBATb.

- CnefmTe 3a CBOMMM GAHKOBCKUMM OTYeTaMM M OTYETaMM MO KpeauTKam Ha
NpeAMeT CMAWCaHWA C Balleil KapTbl, KOTOPbIX Bbl He Y3HaeTe WM KOTOpble
MOAO3PUTENBHO BbIrNA4AT. [103BOHMTE CBOeMY 0aHKy, 3MUTEHTY KapTbl WK
KpeauTopy, ecnv HaraeTe TpaH3aKumm, KOTOPbIX Bbl HE COBEpPLUA/N.

- ECiM KTO-TO CBfAI3bIBAeTCA C BaMu C MpefnoXKeHNnem MasiopUCKOBAHHbIX U
BbICOKONPUObLINbHLIX WHBECTULMIA, BO3L4EPXKUTECH. Takme MOLUEHHUKU 0O0bIYHO
HacTamBarOT Ha HEMeL/IeHHOM B/IOYKEHWM [ieHer, rapaHTUPYIOT BbICOKME MPUObIIK,
bOeLwaoT H3KMIN U BOOOLLIE OTCYTCTBYHOLMIA (PMHAHCOBBIN PUCK UK TPeby!oT,
4TOObI Bbl CPOYHO BbIC/IA/IN HA/IMYHBIE.

- Ecnv Bbl cobupaeTech fAenatb MOKYMKY OHMalH, flyylle CcoBepLlaTh ee,
MCMO/b3ya KPeAUTHYIO KapTy C BbICOKOW CTEMeHbH 3alUMThI.

- He oTtBevaitTe Ha co06LWEeHNA € npocbbaMn MpPefoCTaBUTb JINYHYKO WK
(hMHaHCOBYIO MH{OPMaLNIO.

- He BepbTe CO0OLIEHMSIM, KOTOPble PEKNaMUPYIOT BallX BbICOKME LUAHCHI
BbIMrpaTb B MHOCTPaHHYKO JIOTEPED WM COOOLLAtOT, YTO Bbl YXKE BbIUrpasIu.
MOLUEHHNKN ByayT YTBEPXAaTb, 4YTO HYXXHO OTMNPaBUTb [EHbIM Ha onnarty
"Hasloros”, "c60OpPOB" WMAM "TaMOXEHHbIX MaTexen”, Mpexae Yem BbICNaTb Bam
BaLll BbIMIpbIW. ECnn Bbl OTNpaBuTe AeHbIN, Bbl KX MOTEPSETE.

- NmeitTe B BUAY: (basiblUMBbLIE NMUCbMA M (Pa/IbLUMBLIE CaTbl MOTYT BO BCEM
MOBTOPATb AM3aiiH HAcTOALWMX (Ka4yeCTBO MOAAENKM 3aBUCUT OT TOr0, HaCKOJbKO
XOPOLLO MOLLUEHHMKW 3HatOT CBOKO paboTy), HO rMMepcChbInKK, CKOopee BCero, byayT
HenpaBu/bHbIE - UM C OLIMOGKamMK, MM Boobuwe OyayT oTcbinaTb He Tyaa. Mo
3TUM NPU3HaKaM MOXXHO OTINUYUTL (PULLIMHIOBOE MUCbMO OT HACTOSALLErO.

[MpokypaTtypa OXOTCKOro panoHa



